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Agenda Day 1
13:00 - Welcome from NIOG/TFF/OIS

13:15 - The Current Investigation Landscape
13:30 - Cyber Threat Landscape
14:00 - Inside the Mind of Criminal
15:30 - Special Guest Speaker —

“Keanu Reeves is NOT in love with you”
16:30 - Panel of Experts
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The Current Investigation Landscape

Louise Maxwell, Head of MoJ Counter Fraud Centre of Expertise

Louise has a 23 year career in criminal justce, starting in Legal Aid and moving into

The Central Government Situation
Lou Maxwell (NIOG & MOJ)

Damien Childs
MD Commercial Security @ BT Global

Alex Woods — Reform Courses

Becky Holmes
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Louise Maxwell
NISTRY OF
JUSTICE

in2019tosetupa

Miristry of

Counter Fraud response.\

facilitating the

leading,

fraud

ouise

with the Public

sthority he Mod meet

y
Sector Fr
Functional Standard for Counter Fraud.
Outside of work, having achieved a Masters in Criminology and Criminal Justice in 202,
Louise is now undertaking a PhD with research focused on prison poliy.
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Childs, Managing Director of Commercial Security

| Damien Childs

|| Cyber Threat Landscape 7 cLonaL

SECURITY

In 200, na call centre hls degree, and he Is
Inow the MD of Commercial Security for BT's Business unit.
ince joini ity in 2012, i fon of firewalls for customer

Group In varlety of UK
i our network and his in cyber i

isk mitigation, threat and

in areas i
[vulnerabllity management and network securlty.
[He began his current role as MD of our commercial Security business in 2022

Significant These challenges directly relate to cyber crime considerations
challenges will

continue to
effect Security
decisions across
UK businesses

Economic impact and political destabilisation

Cyber-criminals target everyone making it difficult to focus efforts

Cloud exploitation There are a wide range of tools used to launch attacks and to avoid
detection The UK had the
A Ny highest number of
Cyber crime is borderless across nations 9
Ransomware on the rise . ) ) N cyber crime victims
Difficulty to investigate and punish across boarders i
permillion internet
National and international laws remain inconsistent

usersat4783in
Automation will enable more Tracking is difficult 2022 up 40% over
sophisticated attacks
Victims unwilling to prosecute 2020figures.

Often any demands are asked for in cryptocurrency which is difficult to track

"

Operational Technology explosion

We actively support hunting across a variety of criminal activity We are a central partner in protecting our national infrastructure
g
Lockbit Scattered spider
UNTIL FILES
World wide _
rantomware. grou Srusticaron ECRIVE actr
e ENC
National Crime e
KillNet TTPs
gD"S focus on KILL MS One Note We work with crime organisations to share insight across our data
g:\:mnts and sources to help them better target attacks
companies o
2

(c) NICONF and the speakers 2



#NICONF23 - Day 1

May 2023

We work with
Global & UK
businesses and
governments to
help look at
securing their
organisations
cyber activities
end to end

End-to-end global solutions

{ple managed o
o g,

Endpoint  Network

Eagle-i
platform
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visibility Identity

mgt.

Threat
detection &
res
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<
ensing 20

Our SOCs (Security Operations Centres) support nation-states, critical
infrastructure and multinationals

Why BT for Security?

3000+ dedicated Atrusted
security experts partner
We've been ‘We are positioned
proteciing as aleader in the
ourselves, our IDC MarketScape.
customers. for European
andihe UK's Managed Security
‘senvices 2022.

PIGIOIOI0

Vendor Leading Future proof
agnostic intelligence your business
We partnerwith BT Securty Our solutions are
bestindlass is accredited Scalable for
security vendors. by CRESTin growi
We will work with recognition of its businesses. BT
youtofind the threat intelligence an be your
best solution for insightand twork
capabilties. Securly
Access to nterpol ider, offering a
andNCSC global combined solution to
intelligence. address your
requirements.

Meqns
Business
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Alexander Wood

Inside the Mind of Criminal weroma

COURSES

lspent i custody for a number

|committing multi-million pound cyber-crime.

|alexander
“Big 9

lleading law firms.

[biosraphy and s the subject
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Cyber fraudster jailed for
pretending to be the Duke of
Marlborough is sent back to prison
overa £2million seam

T

[P r————

Toge TR momit

‘Fake duke' Alex Wood
jailed for London
hotels fraud

By Ruoeuca Camoe Cri Commpardir s Tha

Kaews
Fraudster who posed as
| aristocrat tostayintop
London hotels s jailed
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REFRESHMENTS

Back in 45 Minutes! v g

ﬁ recalved an annoying number

and publicly
‘outing’ their accounts. No other woman has had somany nnllne romances -from keanu

Reevesto i isa firm
j soldiers and ofl rig workers who need iTunes vouchers or Amazon cards. Becky’s 1

ferthceming book, Keanu R==v== Is Nnt In Love With You, Iwk: at all aspects of romance i
‘ fraud, from anscdotal. k ‘

:ﬁ

< chat keanureeves01
Ly 3 78 18 °
" Posts  Followers  Following
< keanu_reeves_9664 ’ o

Keanu Reeves Keanu Reeves
2ves. Personal chat account
( ) posts  Folovers Folowing For my r fans only
5 (o]
i Schedue Chat
. ot
/2 Thisaceount
nsagmaiicom

Official Keanureeves004

[ temseonarsegnoican

keanureeves_charle_private

Email  Schedule
Official Keanu Reeves ves Charles
. charles offcal |G account B8
= = Am: an actor producer, fimmaker, musician
2 s 0D Email  Schedule  Chat  Thanks to all my. Fans for your support towards me |

ollowed by lagrange_point
Contact detats @ FoIovedby lagrange_pointass

7 ofciakeanuroovesasso@gmailcom

= National

Zeltinis Paul
@ZeltinisP

'ﬁ An Orthopedic surgeon.
© California, USA [ Joined February 2022
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5@ zeltinis Yesterday, 01:58
N

You have not talked about the fee after
telling you how much. Don't forget that |
love you now and forever hope to see you
soon remain bless

Becky Holmes Yesterday, 10:12

| have decided to come to your oil rig
myself and so I've hired a boat

zeltinis Yesterday, 10:19

Why risk your life, please you can't, if
you're not a worker % here you are not
allowed to visit the rig. The location ¢
I'm in the high sea is miles away from land
it will take a Helicopter 1 and a half day.
Try your best if you can get the fee when |
get home | will pay you back love you

gﬁ zeltinis Yesterday, 10:55
N

Coming to the sea is the last thing | will
allow you to do so long you are my
woman. Please calm your head and let's
look for a way to the get fee. Once I'm
home | will get it to pay back. You are not
giving me attention what is wrong

Becky Holmes Yesterday, 11:04
| am at sea Zeltinis. As | said, | am coming

for you
gy

_\

.«,@ zeltinis Yesterday, 11:06
N

You have to stop please how can you look

Becky Holmes Yesterday, 11:13
Ok | will try helicopter

‘ Becky Holmes Yesterday, 11:07

for me in the sea
Why risk your life

Because | love you
| will message you shortly

zeltinis Yesterday, 11:07
Honey what sea are you

Don't get me scared | love you so much
and don't want to lose you

Honey come down from that both
because | have told you you can only
come here with helicopter & not with
boath

Becky Holmes  Yesterday, 11:16

I'll message you later

Becky Holmes hates spinach

@deathtospinach

Edit profile

| only date celebs (inc. Keanu, Brad, Neeson, Jagger &

Prince William), brave US peacekeeping soldiers in
Syria or oil rig workers. First book out Jan 2024 §
®© Warwickshire (2 unbound.com/books/keanu/
© Born 25 October 1978 &) Joined August 2020

1,232 Following 106.5K Followers
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) Night walker12345, | ondon, United Kinadam 1

My signal is about to go as I'm taking off.

mers M Cassalupe, London, United Kingdom, 1 year ago

I'm sorry to say it but these women that fall for this stuff
always look kind of the same. Women 'of a certain age' |
(50+), a bit plump, bleached blonde hair... chasing after
something that now eludes them. It's like they actually
@ know they are getting duped but keep going with it on the e
off chance that it just might be real. Sad to get to that age
what and not yet possess any wisdom or self respect.

Bring

FEAR
Confidence

ISOLATION

DENIAL

Suppart

VICTIM

SUPPORT

citizens

JQ ActionFraud
Natic | Fr i R i
Qge UK i

advice
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give a toss

LANGUAGE

What Now !

National Level
EDUCATE

You're a very stupid woman

09:18

You're going to die worthless

09:18

What did you do?

You went and report the account i

gave to you. 00:10

I know what I'm going to do to you

this woman 09:19

You're going to die slowly 4.5
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keanu reeaves 50 min

Wake up and welcome yet another

wonderful morning in your life. | know

today you'll be shining like a star just like Becky Hol

any other day. Good morning 22 K ‘ ecky Holmes 22 min
It is going really well. | have been very
busy at work and I've managed to smash
my target of inserting 37 aubergines into
my anus before 2pm. Really pleased and |
think it means I'll get a good bonus this
year

Becky Holmes 24 min
Oh Keanu what wonderful words you
speak. I'm so happy to hear from you

keanu reeaves 23 min

You're always welcome &)

How is your day going?

So how is your day going so far?

’ keanu reeaves 13 min
I'm currently on my movie John wick

‘ Becky Holmes 12 min
Oh fantastic! I'd like to be in a movie one
day. I'd like to play an earwig who is in a
slightly bad mood occasionally

keanureeaves 11 min
Really?

Becky Holmes 11 min
Definitely. | think I'd be really good

’ keanu reeaves 11 min

Yes of course! That will be something

‘ keanu reeaves 8 min

‘ Becky Holmes 9 min

Maybe you could get me a part in a film
one day. Let me know if you ever hear of a
director needing someone to play a
grouchy earwig at any time

Sure | will

Of course I'm sure my manager Erwin
would want a new emerging bright talent
like you

‘ Becky Holmes 6 min

Well that would be amazing. | don't just
do earwigs. I'm working on a new
character at the moment - a bemused
moth

. keanu reeaves 6 min

Sounds interesting &

‘ Becky Holmes 5 min

It would be amazing to be an actress. The
aubergines/anus thing is starting to get
me down if I'm honest

keanu reeaves 4 min

I love you too (3 ¢*

I love you Keanu
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